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Capability Code values 1 through 63 are to be assigned by IANA using the "IETF
Consensus" policy defined in RFC 2434. Capability Code values 64 through 127 are
to be assigned by IANA, using the "First Come First Served" policy defined in RFC
2434. Capability Code values 128 through 255 are for "Private Use" as defined in
RFC 2434.
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plethora: Unmenge, Fülle
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VPN services can be offered based on two major paradigms:

Overlay VPNs requires service providers to provide virtual point-to-point links between
customer sites. The service provider does not see customer routes and is responsible only for
providing point-to-point transport of customer data. All routing protocols run directly between
customer routers.

Layer 1 solutions: Classical TDM technologies such as E1, ISDN, SONET/SDH.

Layer 2 solutions: FR, ATM, X.25.

Layer 3 solutions: IPsec, GRE whereas access (dialup) environments use L2TP, PPTP or L2F.

Peer-to-Peer VPNs requires service providers to participate in customer routing.

The isolation of the customers is realized via packet filters on PE routers at the PE-CE
interfaces.

Another alternative is to implement controlled route distribution where each customer has a
dedicated PE router which only knows about this customer's routes.

Peer VPNs allow a much simpler provision of additional VPNs because only the sites are
provisioned, not the links between them.

Note: All customers share the same (provider-assigned or public) address space.
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The MPLS VPN solution combines the best of both worlds (overlapping and peer VPN).

Here the PE routers participate in C-routing which allows for easy provisioning and optimum
site-connections. But the core routers do not need to carry much routing information. Only the
PE routers must have some power.

Site isolation is provided by Virtual Routing and Forwarding Tables (VRFs) which are explained
soon. This method allows for overlapping address space or overlapping VPNs (but not both
together).

The main task is to specify which routes should be imported into which VRF. This is
accomplished by special attributes during the configuration. The principle is easy (as you will
see) but the attribute-syntax looks...strange (as you will see).
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For MPLS VPN services its mandatory to have an properly working MPLS Transport system
already in place. Furthermore MP-BGP needs to be set up to allow the exchange of VPNV4
updates and VPN Label information.

A VPNV4 address is made up of a 64 bit Route Distinguisher (RD) and a 32 bit IPV4 address.
This VPNV4 address is needed to allow overlapping address spaces inside different VPNs.
Every PE router holds different VRFs which holds address information for one or more VPNs,
depending whether simple VPNs or overlapping VPNs are in use.
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Each interface is exclusively member of the global routing process OR one VRF. The RD, RTi,
and RTe are manually configured by the administrator. Each VRF has configured exactly one
RD , but can have one or more RTi and RTE. The RD identifies each VPN (unless overlapping
VPNs are configured). Routes for a VPNs are learned via an standard routing process running
between the PE and the CE router such as RIPv2, OSPF, EIGRP and EBGP.

RIPv2, EIGRP or EBGP are good choices because a link state protocol such as OSPF would
be limited to approx. 28 processes (theoretically a total of 32 routing processes). RIPv2, EIGRP
and EBGP on the other hand can maintain many sub-processes, consuming only one process-
number.

Bidirectional redistribution needs to be configured between MP-BGP and OSPF, RIPv2 and
EIGRP, which copies the IGP information into the MP-BGP VPNv4 table and vice versa.
Redistribution is not needed when EBGP is used as the PE-CE routing protocol.

Learned routes and the preconfigured RD is redistributed from the VRF tables into the MP-BGP
VPNv4 table and since BGP makes triggered updates, this information is sent to the peers.

Note: the MP-BGP VPNv4 Table does not show the RTe, but the RTe is copied into to the BGP-
database during the redistribution process.
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The RD together with the IPv4 address makes up the VPNv4 address which is propagated via
MP-BGP updates. These VPNv4 addresses are now used in the NLRI fields of the BGP update
instead of traditional IPv4 addresses. Also the RTe is carried with this update using extended
community attributes as well as the VPN Label information.

The received MP-IBGP update is then imported into all VRFs which hold a matching RTi and
optionally redistributed towards the connected CE routers. During the import from the VPNV4
table to the VRF the RD is removed resulting in a standard IPV4 address.

The IGP Metric (i. e. the RIPv2 hop count) is copied into BGP MED attributes, in order to carry
this information to the other side.
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The RTi (import) is used locally by a VRF instance to determine which routes will be imported in
the VRF-table and which not.

Routes are only imported into the VRF if the RTe matches the RTi. Also a MPLS-label for this
VPN is communicated via IBGP and is directly copied into the CEF table (FIB) of the peer PE
router.

The MED attribute is copied into the hop-count field of the RIPv2 update. Thus, CE1 and CE2
on the right side learn about the metric which was specified on the other edge of the provider.
The MPLS network is fully transparent to RIPv2 and only increases the IGP metric by one.
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Now IP packets can be forwarded between the VPNs. For example, IP packets to 10.2.2.2 are
forwarded from the CE1 router (right side) to the next hop VRF-R3, which adds the labels {36;
52} into the MPLS header, according to its FIB.

R2 pops the MPLS-Transport header and R1 can quickly deliver the IP packet to the correct
VPN according to the remaining VPN label {52} which is stored in the LFIB table at R1 pointing
to the interface of the appropriate VPN.

R1 removes the MPLS-VPN label {52} before the IP packet is delivered to CE2 (left side). Thus,
the VPNs do not recognize any MPLS network in-between; MPLS is completely transparent.
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When using simple VPNs the RTi is equal to the RTe (keyword "both" when configuring) , but
when overlapping VPNs are used, the Route Targets need to be different according to the
desired communication behavior.

In our example all routes from the VPN-green and VPN-red are propagated to R3 (HQ) and
copied into the VRF table due to the configured RTe and RTi values.

If R3 sends its update towards R1 and R3 all routes ( except routes learned from IBGP
sessions ) out of R3s VRF are propagated to R1 and R2 with both RTEs attached. These routes
are then imported by R1 and R2 into the appropriate VRF tables.

Due to the IBGP split horizon rule R3 does not propagate routes learned from R2 towards R3
and vice versa. So without the IBGP split horizon rule MPLS VPNs would not exist.

Note: Both RTi and RTe can be configured multiple times. For example one VRF on a router
can have specified three different RTi values. Therefore, all IBGP updates whose RTe values
match one of the specified RTi values can be imported.
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!!! Router ospf xxx-number vrf VPN_1 !!!

same OSPF process number on both sides (PE1, PE2):

MPLS -> VPN Superbackbone area0 -> networks of other site are imported as OSPF internal IA
routes, PE becomes ABR

different OSPF process number on every side (PE1, PE2):

MPLS -> VPN Superbackbone area 0 -> networks of other site are imported as OSPF external
E2 routes, PE becomes ASBR

Information about OSPF is transported by a new extendend community attribute: -> OPSF-ID,
RT LSA-Type (2 = 0, 3 = IA)



© 2016, D.I. Lindner

Page Appendix 4 - 78

Datenkommunikation 384.081

Appendix 4 - MPLS-VPN (v6.1)



© 2016, D.I. Lindner

Page Appendix 4 - 79

Datenkommunikation 384.081

Appendix 4 - MPLS-VPN (v6.1)



© 2016, D.I. Lindner

Page Appendix 4 - 80

Datenkommunikation 384.081

Appendix 4 - MPLS-VPN (v6.1)



© 2016, D.I. Lindner

Page Appendix 4 - 81

Datenkommunikation 384.081

Appendix 4 - MPLS-VPN (v6.1)



© 2016, D.I. Lindner

Page Appendix 4 - 82

Datenkommunikation 384.081

Appendix 4 - MPLS-VPN (v6.1)



© 2016, D.I. Lindner

Page Appendix 4 - 83

Datenkommunikation 384.081

Appendix 4 - MPLS-VPN (v6.1)



© 2016, D.I. Lindner

Page Appendix 4 - 84

Datenkommunikation 384.081

Appendix 4 - MPLS-VPN (v6.1)



© 2016, D.I. Lindner

Page Appendix 4 - 85

Datenkommunikation 384.081

Appendix 4 - MPLS-VPN (v6.1)



© 2016, D.I. Lindner

Page Appendix 4 - 86

Datenkommunikation 384.081

Appendix 4 - MPLS-VPN (v6.1)



© 2016, D.I. Lindner

Page Appendix 4 - 87

Datenkommunikation 384.081

Appendix 4 - MPLS-VPN (v6.1)



© 2016, D.I. Lindner

Page Appendix 4 - 88

Datenkommunikation 384.081

Appendix 4 - MPLS-VPN (v6.1)



© 2016, D.I. Lindner

Page Appendix 4 - 89

Datenkommunikation 384.081

Appendix 4 - MPLS-VPN (v6.1)



© 2016, D.I. Lindner

Page Appendix 4 - 90

Datenkommunikation 384.081

Appendix 4 - MPLS-VPN (v6.1)



© 2016, D.I. Lindner

Page Appendix 4 - 91

Datenkommunikation 384.081

Appendix 4 - MPLS-VPN (v6.1)



© 2016, D.I. Lindner

Page Appendix 4 - 92

Datenkommunikation 384.081

Appendix 4 - MPLS-VPN (v6.1)



© 2016, D.I. Lindner

Page Appendix 4 - 93

Datenkommunikation 384.081

Appendix 4 - MPLS-VPN (v6.1)



© 2016, D.I. Lindner

Page Appendix 4 - 94

Datenkommunikation 384.081

Appendix 4 - MPLS-VPN (v6.1)

redistribute bgp 100 metric transparent

(preserves RIPv2 hops over MPLS-VPN)



© 2016, D.I. Lindner

Page Appendix 4 - 95

Datenkommunikation 384.081

Appendix 4 - MPLS-VPN (v6.1)



© 2016, D.I. Lindner

Page Appendix 4 - 96

Datenkommunikation 384.081

Appendix 4 - MPLS-VPN (v6.1)



© 2016, D.I. Lindner

Page Appendix 4 - 97

Datenkommunikation 384.081

Appendix 4 - MPLS-VPN (v6.1)



© 2016, D.I. Lindner

Page Appendix 4 - 98

Datenkommunikation 384.081

Appendix 4 - MPLS-VPN (v6.1)



© 2016, D.I. Lindner

Page Appendix 4 - 99

Datenkommunikation 384.081

Appendix 4 - MPLS-VPN (v6.1)



© 2016, D.I. Lindner

Page Appendix 4 - 100

Datenkommunikation 384.081

Appendix 4 - MPLS-VPN (v6.1)


